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Overview for this Session ‘




Loan default dataset

GDPR: Definition of Personal Data 1541 Tom 02031995 Male €3 950

7842 Alex 03.04.2006 Male €3 950
3651 Tanja 01.02.1994 Female €3720

Birthdate

* Personal data: "any information relating to an identified

or identifiable natural person™ (Article 4(1) GDPR) 514055 02.03.1995 Male €3 950
e Also, data which “could be attributed to a natural person BAdled D R L
by the use of additional information” (Recital 26 GDPR) 45T23a 01.02.1994 Female €3720
= Pseudonymised data is personal data
8Adled 7842

= Anonymised data is not personal data JeT23n see1
* Machine learning model: aggregated data (relation to individuals should be cut off)

=>» Aggregated data is not personal data

=» Where is the boundary? Relation to individuals/identification theoretically impossible
vs. practically impossible




GDPR: Definition of Personal Data

 “To determine whether a natural person is identifiable, account should be taken
of all the means reasonably likely to be used [...] either by the controller or
by another person to identify the natural person directly or indirectly. To
ascertain whether means are reasonably likely to be used to identify the
natural person, account should be taken of all objective factors, such as the
costs of and the amount of time required for identification, taking into
consideration the available technology at the time of the processing and
technological developments. The principles of data protection should
therefore not apply to anonymous information [...]"
(Recital 26 GDPR)

 Reasonably unlikely is something that will not happen in practice
(measured by difficulty vs. potential gain)
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General threats to privacy in published data

Loan default dataset

* Identity disclosure (re-identification): 5t4055 02.03.1995 Male  €3950
* individual can be linked to a specific data entry T T
-> Implies attribute and membership disclosure! m 45T23a 01.02.1994 Female €3 720

*  Attribute disclosure

Requires: knowing values of some attributes of a record
* May be achieved even without linking to a ‘
specific item in a dataset Tom  Male 2 €3 950

* Discloses sensitive attributes from the dataset with
which individuals are not willing to be linked with, e.g. the salary of a person

*  Membership disclosure :
£ p Sex

Inference allows an attacker to determine whether data about

an individual is contained in a dataset 02.03.1995  Male €3 950
* Does not directly disclose any information from the dataset itself 03.04.2006 Male  €3950

- but allows an attacker to infer meta-information that could be

sensitive (i.e. implicit sensitive attribute = attributes globally true

for all/most records in the dataset)

01.02.1994 Female €3720
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General threats to privacy in published data
GDPR Article 29 Working Party

The following three criteria are proposed
« Singling out: the possibility of isolating some or all B R I
records that identify an individual in the dataset AlRX | DEEH2T0S | WEle | Skl
 Enables the isolation of a data unit Tanja 01.02.1994 Female €3720

* Providing control or facilitating other privacy attacks
* Linkability: the ability to link at least two records concerning the same data subject
or a group of data subjects
* Possible through singling out
* Might enable re-identification/identity disclosure = if the other record
contains identifiable information (e.g. the name, or social insurance number, ...)
* Inference: the possibility to deduce, with significant probability, the value of an
attribute from the values of a set of other attributes (“attribute disclosure™)

* Confidentiality attacks also mentioned in AI Act, Article 15 Cybersecurity
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Linkability: Example

* Match records from two databases togeth:

* Matches on quasi-identifiers diane oiiame
(e.g. birthdate, ZIP code, sex, ...) ol
o \/isi .
*Diagnosis '3;’::  Registered y
*Procedure 7-Party ﬂ»
*Medication .Sey ;fftillm;:\
* Second dataset contains *Total Chag, date las il Identifier"

personally identifiable information (PIl) |\ icaipata  votervist

=>» Learn the identity of a record =» re-identification/identity disclosure!
* Enabled via singling-out and linkability @ Sy e g

coarsened to the hour of the day

of credit card owners are re-identified by
11U/ 3 transactions, even when only merchant

and the date of transaction is revealed

of all people are re-identified, merely by & IMn
LU0 their date-of-birth, their gender and their “i
ZIP code of residence




Disclosure risks in Synthetic Data i
D?sizi:lacété:::d A““"':’ased
* Synthetic data: slightly different setting than before
*  Original data is the input to training a synthetic data generator
*  We work with the synthetic data thereafter

No 1:1 connection from original to synthetic record

*  Q: Which of the disclosure risks transfer
to synthetic data? How?
* Singling out
* What is linkage / re-identification
* Inference (attribute & membership)

4216 01.02.1993 Female €4 050
* What does the adversary have available? e N
* Generator model? Generated data? 8463 08.07.1996 Female €3 850




Disclosure risks in Synthetic Data

Singling out / Linkability
4216 01.02.1993 Female €4 050
* Singling out is (of course) possible 3214 05062007 Male  €3750

e Itis a (kind-of) necessary condition to perform linkage 8463 08.07.1996 Female €3 850

* But by itself not yet a disclosure!
. L|nkab|I|ty
Link record to other, externally available data, which contains personally

identifiable information (PIl)
* How do we link a synthetic record with non-accurate value to real data?

* Alternative: measure how close synthetic data is to real examples
® Identify exact matches (a synthetic record has the exact same values as a y€al one) @\
* Distance to closest real record, outlier similarity, ..

Overall: no consensus if that constitutes a disclosure




Disclosure risks in Synthetic Data
Inference (attribute, membership)

* Attribute inference: estimate value of a missing attribute
< 02.03.1995 Male  €3950
e Attacker has available either
1. Generated synthetic data records
=>» Utilise that to make a statistical prediction of the likely value
* Simple mean/median, neighbourhood averages, machine-learning
models, ...
2. Trained generator model
=>» Generate synthetic samples, = 1.
=» Otherwise use the model for more information on the records
e Attack is easy to perform, correctness measurable (but; what is exact/similar?)
e Success is not that easy to put in perspective: how good could we guess the
values w/o the synthetic data / generator?

* 03.04.2006 Male €3 950
N
0 01.02.1994 Female ?




Disclosure risks in Synthetic Data
Inference (attribute, membership)

* Membership inference: decide whether a (real) record was part of a synthetic
data generation training process

* Disclosure: can infer meta-information from the dataset (e.g. a specific disease)

e Attacks utilise the phenomenon that machine learning models overfit — they learn
better the data that they have seen during training, than other data

e Attacker can train a similar synthetic data ELZ__"_'_::
generator, and use it to learn patterns of

(non) membership 1—4» @ .

* Attack is relatively costly, requires knowledge —

Training data Synthetic data

e Interpretation: when is membership inference an issue? oo P
* If the attacker is correct 2/3 of the time? 90%? ... %




Mitigations to disclosure risks in synthetic data

e Operational / deployment
e Limit access to generator model, to generated data, ...
=>» Might limit user experience
* Filter out records at risk from training data (e.g. outliers), ...
* Filter out records at risk from generated data, ...
=» Might reduce quality / utility of generated data

* Model training: make the synthesizer differentially private
* Main idea: add noise / imprecision to make disclosure more difficult
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Differential Privacy

Definition

Differential Privacy (DP) is a formal mathematical
framework that ensures statistical analysis does

not compromise individual privacy.
- Adds noise to queries or training process
- Controlled by privacy parameter € --> smaller

€ = stronger privacy

DP guarantee: presence or absence of any
individual has a minimal impact on the output

of the analysis.

I Output
> @ > result 0

g Outputs 0 and OF
are similar

1 Output
? @ > result 0"

Analysis (M)




Differential Privacy
Application

* Widely applied in Machine Learning

* Achieved by adding a controlled amount of noise to the data, model parameters or
output

* Cost: computational overhead, reduced data quality / utility

g3 — o — i — [

ML model : Model output
training Trained Model (Predictiorll)s)

Private Data

Input Perturbation ]
Adding noise to the Output Perturbation

training data Objective Adding nolse 1o1he  predictions
Perturbation Perturbation
Adding noise to the Adding noise to the
objective function predictions
Gradient Perturbation
Adding noise to the

gradients: pP sGD
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Summary

* Data publishing carries disclosure risks (identity, attribute, membership / singling
out, linkability, inference)

* Synthetic data removes the 1:1 connection from original to sanitized record

But: that does not solve all problems

Need to still consider inference attacks, maybe re-identification

Still very active discussion on impact, legal status, etc..

Mitigations: e.g. differential privacy, output treatments, ..

[ ] [ ] [ ]
Em
fim
g

 SYNTHEMA outputs: toolbox for privacy assessment & DP
e https://qgithub.com/synthema-project

1€21-013 SYNTHETIC DATA

TOWARD PRACTICAL ANONYMITY:
A WHITE PAPER ON PRIVACY RISK,
METRICS, AND GOVERNANCE IN
SYNTHETIC DATA

e Further reading: 7Toward practical anonymity: A white paper on
privacy risk, metrics, and governance in synthetic data
e https://ieeexplore.ieee.org/document/11197237

nnnnnnnnnnnnnnn

INDUSTRY CONNECTIONS



https://github.com/synthema-project
https://ieeexplore.ieee.org/document/11197237

Thanks!

Any questions?

Keep in touch! rmayer@sba-research.org https://www.linkedin.com/in/rudolf-mayer/

obloodnet.eu in /ERNEuroBloodNet @ERNEuroBloodNet ¢ @erneurobloodnet.bsky.social

ema.eu [N /synthema @SYNTHEMA EU %€ @synthemaeu.bsky.social
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